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Introduction
This manual outlines the installation and operation of the Pelco Connect Genetec Plugin for both
Analytics Configuration and Forensic Search.

Version Information

Integration Component Version

# Component Name Version Description

1. Pelco cameras Compatible with Pelco
Advanced Analytic Suite and
Pelco Smart Analytics.

Pelco ONVIF Profile M
compliant cameras that
generate metadata are
required for Forensic
Search.

Genetec Version

# Component Name Version Description

1. Security Center >= 5.11 Genetec Security Center
version 5.11 or greater is
required.

Overview
The Pelco Connect plugin is used in conjunction with the Genetec™ Security Center platform. Pelco
Connect provides users ability to take advantage of the advanced features of Pelco cameras for Forensic
Search and Configuration of Edge Analytics.

The Forensic Search plugin developed by Pelco serves as a powerful and efficient tool within the
Genetec system, designed to enhance the search and filtering capabilities for surveillance and security
applications. The Forensic Search plugin installation adds a Plugin component into the Genetec Security
Center Config Tool and a Plugin the Genetec Security Desk which provides a search interface to display
results. This plugin enables users to filter their search results based on various object facets, including
but not limited to object type, color, confidence level, and direction. By utilizing these search parameters,
users can quickly pinpoint relevant video footage amidst vast data sets, optimizing investigative
processes and facilitating precise retrieval of crucial information for forensic analysis and decision-
making.

The Analytic Configuration plugin, also developed by Pelco, installs the a component in the Genetec
Security Center ConfigTool that allows configuration of analytics rules on cameras. This is used to
configure advanced analytics on Pelco cameras using the Genetec Security Center Config Tool. For
information on analytic behavior, see Designing a Site with Pelco Smart Analytics.
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Installation
The Pelco Connect plugin installer includes all necessary software prerequisites as well as the plugin
itself. The installation normally takes under one minute.

1. Select one of the following links to find the Pelco Connect Plugin:

l https://www.genetec.com/partners/partner-integration-hub

l https://www.pelco.com/partners/technical-partners/pelco-camera-integrations/genetec

2. Follow the instructions to download the .exe plugin file to the Genetec Security Center server.

3. Launch the installer.

4. Click Install.

Note:During the installation on the Archiver the recording services will need to restart.
Please be sure to check the I agree checkbox to install and restart the services.

5. After the installation is complete, click Close.

Once the installation is complete, the plugin will appear in the Genetec Security Center.

https://www.genetec.com/partners/partner-integration-hub
https://www.pelco.com/partners/technical-partners/pelco-camera-integrations/genetec
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Licensing
The Pelco Forensic Search Plugin requires a license to enable functionality.

Activating a License

1. After you install the Pelco Forensic Search Plugin on both server and client machines, contact
Genetec to add the following part number to your license:GSC-1SDK-PELCO-CFSEARCH

2. Select Pelco cameras to get metadata from Genetec Security Center.

3. Perform Pelco Forensic Search in Genetec Security Center.
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Operation
Forensic Search

Configure Pelco Forensic Search Plugin

Before you can use the search, you must configure the Pelco Forensic Search Plugin on the Archiver
using the Security Center Config Tool.

1. From the Config Tool select the Plugin Task.

2. Select Add Entity and choose the Plugin option.
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3. Select the Pelco Forensic Search Plugin.

4. Select Next, then select Create to complete the process.
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The Pelco Forensic Search Plugin is now configured on the Archiver. You can find the Pelco Forensic
Search icon in the Security Desk Menu as shown in the image below.
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Forensic Search Filters

The Forensic Search Plugin groups object metadata by attribute such as type, color, direction, etc.
Search filters are applied such that they will return results when any condition within a attribute group is
met. Those results are then combined with other attribute groups to further refine the search results.

For example, if the search filters are set as follows:
l Object Type:

l Human = Checked

l Vehicle = Checked

l Color:

l Blue = Checked

The results will show matches for Object type is (Human or Vehicle) AND Color is (Blue). Thus a Human
wearing Blue or Blue Vehicle will generate a match.

Conversely, if the search filters are set:
l Object Type:

l Human = Checked

l Vehicle = checked

l Color:

l Blue = Checked

l Red = Checked

The results will show matches for Object type is (Human or Vehicle) AND Color is (Blue or Red). Thus a
Human wearing Blue or Red or a Red Vehicle or Blue Vehicle will generate a match.
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Using the Forensic Search Filters

1. To filter by Object Type, select the relevant object types from the list to include them in the search
results.

Note: If you select multiple object types, the search includes results with either object
type. When filtering based on Object Type, selecting multiple object directions will display
results with either of the object directions. However, when you select an object direction
and then adjust the confidence level, the search will exclude results that don't meet both
criteria: the object direction and the minimum confidence level.

2. To set the Object Type Minimum Confidence, adjust the slider from 0 to 100.

3. To filter by Object Color, select the object's color to include them in the search results.

4. To set the Object Color Minimum Confidence, adjust the slider from 0 to 100.

5. To filter by Object Direction, select the relevant object directions from the list to include them in the
search results.
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Note: If you select multiple object directions, the search includes results with either
object direction. When filtering based on Object Direction, selecting multiple object
directions will display results with either of the object directions. However, when you
select an object direction and then adjust the confidence level, the search will exclude
results that don't meet both criteria: the object direction and the minimum confidence
level.

6. To set the Object Direction Minimum Confidence, adjust the slider from 0 to 100.
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Analytic Configuration
1. Launch the Genetec Security Center Config Tool.

2. Enter your login credentials.

3. Click Log on.

4. In the Config Tool Tasks, under the Administration options, open a Video tab.

5. In the side menu, select a server, and then select a camera that supports advanced analytics.

6. Above the central workspace, click the Analytics tab.

7. Enter a password, and then click Save.

The Analytics Configuration tab loads all existing rules in the Analytics Rules area. Rules that are
enabled will display a colored icon while rules that are disabled will display in grayscale. The icon
displays a people image if the rule applies to people, or displays a car image if the rule applies to
vehicles.
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Password Authentication for Cameras

The system provides two methods of password authentication for cameras that support analytics:

1. Adhoc uses a higher level of security by prompting for camera passwords every time the
application restarts. Camera credentials are not saved.

2. Password uses a master password to encrypt all camera credentials, enabling users to enter a
password only once to access all cameras with saved credentials.

Changing the Authentication Method

By default, password protection is set to AdHoc in the system.

To change the authentication method to Password:

1. Half-way down the left side of the Analytic Rules area, click the 3 dots widget (location shown with
a red arrow on the image below).

A Global Settings panel slides open to the left of the Analytic Rules area.

2. In the Global Settings area, click Password.

3. Click the Save button below.

4. In the Set Master Password box, enter a password, then click Save.
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Now when users log in and select a camera with analytics and a saved password, they will be
prompted to enter a master password.

Using Analytic Rules

An analytic rule is a set of conditions that occur in the camera's field of view. Each rule will trigger analytic
events and alarms in the system. You can view, modify, add, and delete analytic rules.

Note: PTZ Camera Presets
To configure analytic rules with PTZ cameras, ensure that a PTZ Preset option or the PTZ Home
position is selected. From the Analytics Configuration tab, you must select a preset option from
the Presets dropdown list before you can create, modify, or delete a rule.
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Viewing a Rule

In the Analytic Rules area, select a rule with a colored icon.

A colored overlay appears over the image representing the camera's field of view and the area affected
by the rule.

Overlays

A colored overlay spans a camera's field of view. You can resize the overlay to cover only the region of
interest.
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If a colored overlay is:
l Orange, the rule applies to vehicles.

l Blue, the rule applies to people.

Directional Arrows

The rule you selected may display a diagonal line with directional arrows on the camera's field of view. If
the line is directional, the analytics will detect objects traveling across the line in one direction. If there are
2 arrows pointing in both directions, the analytics will detect objects traveling in both directions. You can
select the lines or arrows to move or rotate, as needed.

Modifying a Rule

1. In the Analytic Rules area, select a rule.

2. Click the button below.
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The Rule Settings area appears on the right of the screen.

3. In the Rule Settings area, change any of the settings, as needed.

l (Optional) To resize an overlay to focus on a specific region of interest, click each intersecting
point of a corner of the overlay and drag inwards, as needed.

l (If applicable)To change directional arrows, you can select the lines or arrows to move or
rotate, as needed.

4. Click Save to update the changes.

Adding a Rule

1. In the Analytic Rules area, click the button below.

2. In the Select Rule area, select a rule from the list of available rules.

Settings for the selected rule appear in the Rule Settings area.

3. In the Rule Name area, enter a unique name.

Note: The Save button is grayed out if the rule name already exists in the list of rules.
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4. Click the Rule is Enabled check box to enable the rule at this time.

5. In the Rule Settings area, select or adjust any of the settings.

Note: Pelco cameras are designed to detect moving objects that are in the field of view
for at least 2 seconds. Objects that enter the field of view from behind the camera may
take up to 4 seconds to be detected.

l (Optional) To resize or reshape the region of interest, click each intersecting point of a corner
of the overlay and drag inwards, as needed.

l (If applicable)The rule you selected may display a diagonal line with directional arrows on the
camera's field of view. You can select the lines or arrows to move or rotate, as needed.

6. Click Save.

The main page appears with the new rule shown in the Analytic Rules area.

Deleting a Rule

1. In the Analytic Rules area, select a rule.

2. Click the button below.

3. Click Yes to confirm that you want to delete the rule.

Troubleshooting
You can view logs in the following directory C:\ProgramData\Pelco\Broker.

To change the log level of the plugin:

1. Stop the Genetec Security Center application.

2. Edit file C:\ProgramData\Pelco\Genetec\Plugins\{PluginName}\Broker.Common.dll.config.

3. Set the loglevel to whatever is necessary, default is Warning.

4. Start the Genetec Security Center application.
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Technical Support
Pelco Support Information
Contact Pelco Product Support at 1-800-289-9100 (USA and Canada) or +1-559-292-1981
(international).

Genetec Technical Assistance Center
Contact Genetec Support: genetec.com/support/technical-assistance/contact-us.

https://www.genetec.com/support/technical-assistance/contact-us
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